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(54) Network control system tor home appliances 



(57) Disclosed is a network control system for home 
appliances that satisfies the characteristics of low-cost 
and high-efficiency with respect to currently used appli- 
ances adopting a low-performance microcomputer. The 
system is constructed to define a master/slave type 
communication structure with respect to the respective 
appliances; construct a network by connecting the ap- 
pliances through the serial communication function; and 



enable the appliances to communicate with one another 
if a predetermined communication event is produced. 
According to the system, an optimized network for the 
- home appliances can be implemented, and operation 
states of the respective appliances can be displayed 
through the co-operation among the appliances, there- 
by maximizing the user convenience. 
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Description 

Technical Field 

[0001] The present invention relates to a network con- 
trol apparatus and method, and more particularly to a 
network control system for home appliances. 

Background Art 

[0002] Currently, the home automation for automati- 
cally controlling home appliances at home or at a remote 
place has been almost commercialized. In case of the 
initial-stage home automation, the respective applianc- 
es are separately controlled using telephones or infra- 
red rays without interconnection between the applianc- 
es. At present, a network is constructed among the ap- 
pliances using a -communication means, and a control- 
ler for controlling the network is provided to manage the 
appliances in integration. 

[0003] Microcomputers applied to the appliances 
have a built-in serial communication function, and can 
communicate with other microcomputers or appliances. 
This microcomputer has diverse sizes of resources that 
can be used in communications such as a memory ac- 
cording to the characteristic of the appliance. In case of 
multimedia products such as personal computers 
(PCs), television receivers (TVs), audio appliances, 
etc., high-performance hardware specifications are 
adopted to operate diverse basic functions, and the 
communication standard for processing a large amount 
of data at a high speed is required. 
[0004] On the contrary, in case of refrigerators, wash- 
ing machines, microwave ovens, lamps, gas alarms, 
desk lamps, boilers, etc., their functions are very simple 
in comparison to the above-mentioned PCs or multime- 
dia products, and thus a low-performance microcomput- 
er of 8 bits or less is generally used. In case of the home 
appliances adopting the low-performance microcom- 
puter, the basic remote control or monitoring of the op- 
eration state is the main object of the communications, 
and thus the communication standard using small-sized 
microcomputer resources is required. 
[0005] However, in case of the communication proto- 
cols being currently used or proceeding for the purpose 
of communications between the appliances, separate 
communication modules such as modems are addition- 
ally installed in the respective appliances in order to use 
the high-performance communication standard applied 
to the PCs or multimedia appliances as it is, or the high- 
performance communication standard is partially mod- 
ified. 

[0006] The conventional home appliances adopt the 
high-performance communication standard used in the 
PCs or multimedia appliances, and thus have the prob- 
lems of inefficiency and increase of cost dueto the adop- 
tion of the unnecessary communication standard higher 
than their actual functions since a separate hardware 
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communication module such as a modem is to be addi- 
tionally installed in each appliance. 

Disclosure of the Invention 

[0007] Therefore, an object of the present invention is 
to solve the problems involved in the prior art and to pro- 
vide a network control system for home appliances that 
satisfies the characteristics of low-cost and high-effi- 
ciency with respect to the currently used appliances 
adopting a low-performance microcomputer. 
[0008] In order to accomplish the above-mentioned 
object, the present invention provides a network control 
system for home appliances provided with a low-per- 
formance microcomputer having a serial communica- 
tion function that defines a master/slave type communi- 
cation structure with respect to the respective applianc- 
es; determines a communication standard composed of 
an application layer, data link layer, and physical layer 
according to the communication structure; constructs a 
network by connecting the appliances through the serial 
communication function; and enables the appliances to 
communicate with one another in the unit of a'specified 
packet according to the communication structure and 
communication standard if a predetermined communi- 
cation event is produced. 

Brief Description of the Drawings 

[0009] The above object, other features and advan- 
tages of the present invention will become more appar- 
ent by describing the preferred embodiment thereof with 
reference to the accompanying drawings, in which: 

FIG.1 is a view illustrating a network of home appli- 
ances. 

FIG.2 is a view illustrating a communication struc- 
ture between master/slave type appliances accord- 
ing to the present invention. 
FIG.3 is a view illustrating a detailed construction of 
a master/slave type communication structure ac- 
cording to the present invention. 
FIG.4 is a view illustrating a half-duplex type com- 
munication structure according to the present in- 
vention. 

FIG .5 is a view illustrating a one-request/one-re- 
sponse type communication cycle. 
FIG.6 is a view illustrating a communication cycle 
when a packet error is produced. 
FIG, 7 is a view illustrating a one-request/multi -re- 
sponse type communication cycle. 
FIG. 8 is a view illustrating a one-request communi- 
cation cycle. 

FIG. 9 is a view illustrating a division type of com- 
munication layers. 

FIG.1 0 is a view illustrating a packet communication 
structure among layers; 

FIG. 11 is a view illustrating the whole packet struc- 
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ture. 

FIG. 12 is a view illustrating a request/notification 
packet. 

FIG. 13 is a view illustrating the structure of a re- 
sponse packet. 

FIG. 14 is a view illustrating an address structure. 
FIG. 15 is a view illustrating a network code division 
method. 

FIG. 1 6 is a view illustrating a group address accord- 
ing to a kind of a product. 

FIG. 1 7 is a view illustrating a group address accord- 
ing to an installed place. 

FIG. 1 8 is a view illustrating a group address accord- 
ing to an installed place and kind of product. 
FIG.1 9 is a view illustrating a header structure of an 
event file. 

FIG.20 is a view illustrating a body structure of an 
event file. 

FIG. 21 is a view illustrating the construction of a re- 
sponse packet when an error is produced. 

Best Mode for Carrying Out the Invention 

[0010] Now, the network control system for home ap- 
pliances according to preferred embodiments of the 
present invention will be described in detail with refer- 
ence to the annexed drawings. 
[001 1] First, as shown in FIG. 1 , the network accord- 
ing to the present invention may comprise multimedia 
appliances such as a-television receiver (TV), audio ap- 
pliance, etc., connected to an audio/video (A/V) network 
through a gateway connected to an external Internet; 
PC lower appliances such as a printer, scanner, PC 
camera, etc., connected to a personal computer (PC) 
network; and lower appliances such as a refrigerator, air 
conditioner, washing machine, cleaner, microwave ov- 
en, humidifier, lamp, desk lamp, gas alarm, etc., con- 
nected to a living network through a network manager. 
[001 2] The network control system for home applianc- 
es according to the present invention will now be ex- 
plained. 

[0013] The present invention adopts a master/slave 
system. That is, all the communication cycles start from 
a master, and end with a master device. Any appliance 
may be the master, but for this, it should have a function 
of controlling the data flow on communication lines, in- 
formation on appliances connected to a network, and a 
control code. According to the present invention applied 
to the network among the home appliances of relatively 
low-performance specifications, only a device having a 
user interface function such as a PC carries all functions 
of the master, and other devices serve only as the mas- 
ters having limited functions such as communication 
with, a predetermined slave or communication using a 
simple control code. 

[001 4] Also, the present invention defines a device in 
which the master and the slave coexist logically so that 
a direct communication between devices, i.e., peer-to- 



peer communication, is-possible while maintaining the 
basic master/slave communication system. That is, a 
shown in FIG. 2, a device (hereinafter, referred to as 
P2P device) that is one physical device, but is logically 
5 divided into an independent master and slave is defined. 
[0015] All products connected to the network are ba- 
sically the P2P devices, but as shown in FIG. 3, they 
may be defined as the master, slave, dedicated sender, 
and dedicated receiver according to the hardware char- 
acteristics of the products. 

[0016] Specifically, in case of the master, in order to 
start a new communication cycle, the master functions 
to start and end the communication with the correspond- 
ing slave if an event of communication start is produced 
by the last user or due to the internal state change of 
the device. 

[0017] In case of the slave, it is always in a standby 
state of reception, and cannot request the communica- 
tion to other devices for itself. 
[001 8] The P2P device is a device in which the master 
and the slave are logically coexist, and serves as the 
master to lead the communication cycle if an event of 
communication start is produced by the last user or due 
to the internal state change of the device. After the ter- 
mination of the corresponding communication, the P2P 
device serves as the slave to be in the standby state of 
reception. 

[001 9] The dedicated sender is a device only for send- 
ing according to its hardware characteristics, and may 
be a remote controller. 

[0020] The dedicated receiver is a device only for re- 
ception according to its hardware characteristics, and 
may be a product that is provided with an infrared-rays 
receiver and operated by a dry battery. 
[0021] As shown in FIG. 4, the network control system 
for home appliances according to the present invention 
performs a half-duplex type signal transmission using 
one bus. 

[0022] Specifically, in case of transmission , the device 
does not receive data transmitted from other devices, 
and in case of reception, the device does not send data 
to other devices. This is for minimizing the memory use 
for the communication, and simultaneously for coping 
with the network that is constructed with one bus using 
the serial communication function such as the network 
for home appliances according to the present invention. 
[0023] Accordingly, in case of the master or slave, the 
memory for all the transmission and reception can be 
shared, and in case of the P2P device, the memory for 
the transmission and reception can also be shared since 
the master and the slave do not simultaneously operate. 
Thus, it is not necessary to interrupt all the transmission/ 
reception process, and this causes the degree of free- 
dom for programming the function of the product to be 
heightened. 

[0024] Next, the network control system for home ap- 
pliances according to the present invention performs a 
one-cycle type communication. The one-cycle type is 
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classified with a one-request/one-response type, one- 
request/multi-response type, and one request type. 
[0025] At this time, as shown in FIG. 5, according to 
the one- request/one- response type communication, a 
master transmits one packet to a slave, and in response 
to this, the slave transmits one packet to the master to 
terminate the communication. As shown in FIG. 7, ac- 
cording to the one-request/multi-response type commu- 
nication, a master transmits one packet to a plurality of 
slaves, and in response to this, the respective slaves 
transmit one packet to the master. The master waits for 
the response continuously, and if a predetermined max- 
imum waiting time elapses, the master terminates the 
communication. Meanwhile, as shown in FIG. 8, accord- 
ing to the one request type communication, a master 
transmits one request with respect to a slave or a plu- 
rality of slaves, and then terminates the communication 
without waiting for the response. At this time, if data 
composed of several packets is transmitted, the master 
divides the data into packets having the size matching 
the corresponding slave, and transmits the data to the 
slave in the unit of a packet. FIG. 6 shows the commu- 
nication type whereby if a response error is produced in 
the slave, the master retransmits the request, and re- 
ceives the corresponding response to terminate the 
communication. 

[0026] Next, the network control system for home ap- 
pliances according to the present invention has a pro- 
tocol composed of a physical layer, data link layer, and 
application layer. 

[0027] In case of a TCP/IP protocol currently used as 
the Internet protocol, its communication layers are di- 
vided into an application layer, transport layer, network 
layer, data link layer, and physical layer. In case of the 
protocol for other home appliances or factory automa- 
tion, it is basically provided with an application layer, da- 
ta link layer, and physical layer, and additionally provid- 
ed with a transport layer or network layer. However, 
since the present invention is for coping with the above- 
described communication types with respect to the 
home appliances of the low-performance specifications, 
it has the communication layer composed of the physi- 
cal layer, data link layer, and application layer only. Also, 
according to the present invention, the physical layer 
and data link layer are simplified at maximum, and many 
portions for operating the product are assigned to the 
application layer in order to minimize the load of the mi- 
crocomputer so as to match the master/slave type and 
the half-duplex type. 

[0028] As shown in FIG. 9, in case of the slave, the 
communication layer comprises an application layer 
composed of regions of application software, message 
structure, message execution, message combination, 
and message redundancy check; data link layer com- 
posed of regions of packet structure, packet transmis- 
sion, CSM/CD, packet check, address check, and pack- 
et data reception; and physical layer composed of 
UART. At this time, the physical layer may include an 



adapter selected when a power-line communication is 
used. 

[0029] In case of the master, the communication layer 
comprises an application layer composed of regions of 
5 application software, message division, and message 
combination; data link layer composed of regions of 
packet structure, confirmation of packet transmission, 
CSM/CD, packet check, address check, and packet da- 
ta reception; and physical layer composed of UART. The 
physical layer of the master may also include an adapter 
selected when a power-line communication is used. 
[0030] At this time, the physical layer serves to re- 
ceive bit signals on communication lines to construct the 
packet, or carry the packet received from the data link- 
layer on the bit signal to transfer the bit signal through 
the communication lines. 

[0031] The data link layer constructs the packet using 
data received from the application layer to send the 
packet to the physical layer, or processes the packet re- 
ceived from the physical layer to transfer the packet to 
the application layer. The role of the data link layer of 
the master is somewhat different from that of the slave. 
The data link layer of the master includes the process 
of securing the packet transmission to the physical layer. 
In the products serving as the slave, the physical layer 
and the data link layer have the same structure. 
[0032] The application layer comprises message 
sets, and serves to analyze and process the message. 
In the products serving as the slave, the message in- 
cludes a load control or memory control method, and 
the master serves to manage the slaves using results 
of the slaves' message processing or control the whole 
network. Accordingly, the application layer includes dif- 
ferent contents for each product. The application layer 
of the master also serves as the transmission layer that 
divides the data into packets if the data to be transmitted 
is larger than one packet to transmit the divided packets, 
or combines and processes the divided packets if the 
divided packets are received. The reason why the trans- 
mission layer is not separated, but is included in the ap- 
plication layer is that the division and combination of the 
packets are performed only with respect to a specified 
message, not with respect to all the data. 
[0033] The packet communication structure between 
the communication layers is shown in FIG. 10. The in- 
terface between the application layer and the data link 
layer is performed in the unit of a message, while the 
interface between the data link layer and the physical 
layer is performed in the unit of a full packet. Between 
the data link layer and the physical layer, it is not re- 
quired to separately construct the packets, but the com- 
munication is performed in the unit of the full packet so 
that the packets can be used as they are. However, 
since the length of a header added to the data link layer 
and the physical layer cannot not be known in the appli- 
cation layer, it is difficult to interface the data in the unit 
of a full packet, but the data is transferred from the ap- 
plication layer to the data link layer in the unit of a mes- 
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sage. The packet should include all the information to 
be communicated, and have the structure to cope with 
the later extension of the communication function. 
[0034] The packet, as shown in FIG. 11, basically 
comprises a header region composed of a packet head- 5 
er field and field for later addition of the packet function; 
body region composed of a message header field, field 
for later addition of the packet function, and message 
field; and a trailer region. 

[0035] Also, as shown in FIG. 12, the request/notifi- 
cation packet used in the master is composed of 17 
bytes at minimum, and 255 bytes at maximum, and com- 
prises a home code (HC) composed of 8 bit for classi- 
fying a home where the network is constructed, receiver 
address (RA) composed of 16 bits for indicating the re- 
ceiver, sender address (SA) composed of 1 6 bits for in- 
dicating the sender, packet length (PL) composed of 8 
bits for indicatingthe length of the packet, access priority 
(AP) composed of 3 bits for indicating a priority of trans- 
mission, packet header length (PHL) composed of 5 bits 
for indicating the length of the packet header, protocol 
version (PV) composed of 8 bits for indicating the ver- 
sion of the protocol, packet type (PT) composed of 4 bits 
for indicating the type of the packet, retransmission 
counter (RC) composed of 2 bits for indicating the 
number of retransmission, packet number (PN) com- 
posed of 2 bits for indicating the transmission of a new 
packet, message length (ML) composed of 8 bits, mes- 
sage header length (MHL) composed of 8 bits, port 
number (PO) composed of 8 bits, command code (CC) 
composed of 8 bits, argument (ARG) having the variable 
number of bits, cyclic redundancy check composed of 
16 bits, and end of text (ETX) composed of 8 bits for 
indicating the end of the packet. 
[0036] Also, as shown in FIG. 1 3, the response packet 
used in the slave is identical with the request/notification 
packet exceptthat its body region includes an ACK/NAK 
of 8 bits. 

[0037] At this time, the home code (HC) is a code for 
logically classifying the home where the network is con- 
structed. Especially, in case that the transmission lines 
among the respective homes, such as the power lines, 
are not classified, hexadic values in the range of 
0x03-0xFE are used for classifying the respective 
homes. 

[0038] The receiver address (RA) located in front of 
the sender address (SA) is for early judging whether the 
receiver continuously receives the packet or ignores it 
when the. packet is received. The upper 2 bits are for 
indicating the kind of the network, and the following 6 
bits are for classifying the products having an independ- 
ent function such as a washing machine, refrigerator, 
etc. The lower 8 bits are allocated to classify the product 
in case that several products of the same kind exist. 
[0039] The packet length (PL) is composed of 1 byte 
for storing a number that indicates the packet length cal- 
culated in the unit of a byte from the home code to ETX 
of the packet. After receiving the packet length (PL) data 



value, the receiver receives only the data as much as 
the packet length data value, and performs the subse- 
quent processes. Accordingly, the packet length (PL) 
value is used for identifying in advance the size of a re- 
ceiving buffer, and for detecting an error of the received 
packet data. That is, the last byte of the packet is read 
out, and if it is not ETX, it is judged as the packet error. 
[0040] The access priority (AP) is a field for indicating 
a transmission priority given to the message such as an 
urgent message, packet to be retransmitted due to the 
failure of transmission, or message that is less important 
than a general communication message, so that the 
physical layer can perform the CSMA/CD function ac- 
cording to the given priority. This field is significant if the 
adapter that performs the CSMA/CD function can trans- 
mit the message according to the transmission priority, 
and otherwise, it is ignored. The access priority values 
according to the respective communications are as fol- 
lows. 

0: in case of the retransmission due to the collision 
or in a state of emergency 
1 : in case of the mass transmission of data through 
the message division 
2: in case of a normal communication 
3: in case that the network connection state is re- 
ported (also in case of the collision, the priority is 
maintained 3.) 

[0041] The packet header length (PHL) is a field for 
the extension of the packet header. If an extension field 
is added to the present packet header, and the packet 
header length is changed accordingly. In case of no 
change, it is of 9 bytes, -and can be extended to 32 bytes 
at maximum. 

[0042] The protocol version (PV) is 1-byte field that 
indicates the version of the adopted protocol. The ver- 
sion and subversion take the values of 0- 1 5 in the order 
of their updating. 

[0043] The packet type (PT) is composed of 4 bits de- 
termined when the packet is transmitted, and divided in- 
to a request packet, response packet, and notification 
packet. The response packet is further divided into a 
successful response and failed response. The master 
determines the request packet, and the slave deter- 
mines the response packet. If the device operates only 
as the slave, it processes the request packet only. The 
reason why the response packet is divided into the two 
response types is that the packet is not transmitted to 
the application layer, but is immediately retransmitted if 
the packet type (PT) field in the packet header indicates 
the failed response even though the contents of the 
message is not known in the data link layer. A notifica- 
tion packet represents the packet that does not request 
the response. An arrayed packet is used for dividing and 
sending all the data without any response to the respec- 
tive packet when the mass data file is transmitted at a 
high transmission speed, and its hexadic values are as 
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follows. 

0: Request packet 
1 -3: Reserved 

4: Successful response packet s 
5: Failed response packet 
6-7: Reserved 

8: Broadcast notification packet 
9: Arrayed packet 
10: End packet of arrayed data 
11-15: Reserved 

[0044] The retransmission count (RC) is a 2-bit field 
for preventing the duplicate process of the same mes- 
sage when the communication error is produced. If a 
CRC error is included in the received response packet, 
the received packet includes the CRC error, or the re- 
ception byte time is over, the master can retransmit the 
packet three times at maximum, while the slave can 
transmit only once. 

[0045] The packet number (PN) is also a 2-bit field for 
preventing the duplicate process of the same message 
when the communication error is produced. The master 
increase the packet number by 1 whenever a new pack- 
et is transmitted, and in case of the retransmission of 
the same packet, the master maintains the previous 
packet number. Accordingly, the slave stores the packet 
number and transmission address of the previous mes- 
sage,, and if the same message is received again, it ig- 
nores the duplicate message. If the received message 
is different from the previous message, the slave proc- 
esses the message. The slave copies the packet 
number of the received message and constructs the re- 
sponse packet when the slave responds to the received 
message. 

[0046] The message length (ML) is information for 
identifying the length of the message field since the 
length of the message field is variable. Accordingly, the 
application layer identifies the length of the message 
field by means of the message length. 
[0047] The message header length (MHL) is a field 
for extending the message field later, and may include 
in addition a message header in case of encoding the 
message field, changing the application protocol, etc. 
[0048] The port number (PO) is a field for extending 
the message set, and the message set may be classified 
for each port. For the version-up of the message set, or 
the compatibility with other application protocols, the 
message set may be placed in each port. 
[0049] The message comprises a command code for 
the master's requesting of the function performance to 
the slave, input factors required for performing the com- 
mand, and factors transmitted to the master after the 
slave performs the command. Also, the message should 
be constructed and defined to facilitate the program- 
ming in the 8-bit microcomputer. Specifically, even if the 
message is corrected, it should be module-programmed 
so that the correction of the message can be easily re- 



flected. For this, all the messages have independent 
functions, respectively. This means that all the messag- 
es do not include any corresponding low-ranking mes- 
sage, and no causal relation among the respective rou- 
tines in the software implementation. If the messages 
have independent functions from one another, the func- 
tions for controlling and monitoring the product can be 
extended through- the combination of the messages. If 
the slave has normally performed the command, the fac- 
tors transmitted to the master are {ACK + Return argu- 
ments}, and otherwise, the factors are {NAK + Error 
code}. 256 commands at maximum can be included in 
each device. The existence/nonexistence and the 
number of bytes of input arguments and return argu- 
ments are determined according to the command code. 
[0050] At this time, the data types of the arguments 
are as follows. 

boolean: 1 byte 

char, unsigned char: 1 byte 

int, unsigned int, short int, unsigned short int: 2 

bytes 

long, unsigned long: 4 bytes 

string: transmission/reception with NULL included 

[0051] Also, in order to classify the command code, 
the following concept is put. 

[0052] Though all product independently use 256 
command codes in the range of 0x00~0xFF, common 
codes are used as commands commonly used in ail the 
products. The correction of the terms is facilitated 
through the inclusion of the function of the product in the 
generalised structure. All the command codes are clas- 
sified into essential command codes and optional com- 
mand codes. The essential commands are the com- 
mands for the basic information of the device and com- 
mands required for the communication. They are clas- 
sified into temporary commands (indicated as I) and pro- 
gram commands (indicated as P). The temporary com- 
mand can be immediately performed when the slave re- 
ceives it, and the program command requires a se- 
quence for performing the command. Command codes 
in an algorithm area are not designated by the stand- 
ardized codes for all the products. Since the products of 
the same kind can communicate with one another using 
different algorithms in accordance with their model num- 
bers or their makers, they can perform the different func- 
tions using the same command code. Accordingly, all 
the command codes of this area should be allocated 
with inherent numbers of the product models, and in- 
cluded as the factors. Also, the message structure when 
the master transmits the message with the protocol for 
processing the message in the application layer is dif- 
ferent from that when the slave responds to the master. 
When transmitted from the master, the message is com- 
posed of a command code and input factors for perform- 
ing the command code, i.e., arguments (ARG). The 
number and data type of the factors become different 
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according to the command code. The structure of the 
message transmitted by the slave that received one 
packet from the master is divided into one having an er- 
ror and the other having no error when the packet error 
or command code received from the master is per- 5 
formed. If the packet received from the master has no 
error, and the command code is normally performed, the 
message structure is composed of a command code, 
ACK, and factors (ARG) resulted from the command 
coded performance. The number of resuttant factors 
and data type are different according to the command 
code. If an error is produced in the packet, received from 
the master, the message is composed of a command 
code, NAK, and packet error code. If the packet is nor- 
mal, but an error is produced during the performance of 
the command code, the message is composed of a com- 
mand code, NAK, and error code. 
[0053] The CRC is a value for detecting an error of 
the received packet or making the receiver detect the 
packet error during the transmission. The CRC is com- 
posed of 16 bits, and its value is created or an error is 
detected using the data from ETX to the byte just before 
the CRC field. 

[0054] The ETX(0x03) is a communication letter that 
means the end of the packet, and provides a method of 
detecting the packet error without using the CRC along 
with the packet length field during the reception. That is, 
when the byte data as long as-the packet length is re- 
ceived, it can be judged to be the packet error if the last 
byte is not ETX. At this time, the packet error check us- 
ing the CRC can be omitted. 

[0055] The address of the above-described packet 
structure will now be explained in detail. 
[0056] Each master or slave on the network is recog- 
nized-as an address. The respective system has an al- 
located address of 2 bytes, and can transmit the packet 
to the corresponding opposite party through the allocat- 
ed address. As shown in FIG. 14, the address is divided 
into a physical address which is composed of a network 
code of 3 bits and product code of 5 bits and is fixed 
unchangeable when the product is sent out, and logical 
address of 8 bits which is used for classifying the prod- 
ucts of the same kind or as a group address, and is 
changeable through the communication and so on. 
[0057] The network at home can be briefly classified 
into a PC group, A/V group, and living group, i.e., home 
appliance group, and a 3-bit network code is used for 
this classification. Even if the home appliance network 
is different from other sub-networks at home in commu- 
nication protocol, the network classification field is nec- 
essary for the communication with the PC group or A/V 
group products. An example of the network code clas- 
sification is shown in FIG. 15. 

[0058] According to the network code, 5 bits are allo- 
cated for a product code, i.e., product name (for exam- 
ple, washing machine, refrigerator, health product, 
lamp, security product, etc.), and 8 bits are allocated for 
classifying the products of the same kind. This is in con- 



sideration of the condition of an inn, hotel, etc. 
[0059] The 8-bit field for classifying the products of the 
same kind is also used as a group address that is clas- 
sified according to the installed place of the product, A 
user inputs the installed place of the product when the 
network manager registers the product on the network. 
[0060] At this time, the product group is-determined 
in two ways. According to the first group address, all ob- 
jects corresponding to the lower field can be determined 
by filling values of respective fields with '1 ', respectively. 
At this time, the group means the products that belong 
to the same kind or same network.. For example, if the 
network code value is '111', it indicates ail the networks 
at home, and if the product code value is '1111', it indi- 
cates all the products of the corresponding network. As 
shown in FIG. 16, the product group of a specified kind 
is selected according to the group address, and if the 
group address value is '11111111', it indicates all the 
products of the corresponding network and product 
code. According to the second group address, as shown 
in FIG. 17, is selected the product group of a specified 
place. At this time, the product code become '11 11V to 
designate all the products, and the logical address value 
is designated according to the installed place. If the net- 
work code is '111', and the product code is '11111', the 
logical address field indicates the place code. Also, as 
shown in FIG. 18, a specified product group located in 
a specified place can be selected by designating the 
group address. 

[0061] Next, a plug and play process, whereby the de- 
vices are connected through the network, initial home 
codes and addresses allocated to the devices, and the 
communication environment is determined, will be ex- 
plained. 

[0062] In order for the devices connected through the 
network to communicate with one another, all the devic- 
es are determined to have the same communication 
speed, and their unique addresses are allocated in the 
physical network. At this time, the master should be pro- 
vided with a database of the names and addresses of 
all the devices. Also, in case that the transmission lines 
among the respective homes are not classified like the 
power lines, the respective homes should be classified. 
For this, the network manager that is in charge of the 
plug and play process determines home codes for clas- 
sifying the respective homes when the power is initially 
supplied. Afterthe home codes are determined, the net- 
work manager receives the input of the information on 
the device from the user when the device is firstly con- 
nected on the network, and performs a discovery and 
addressing process for allocating an address to the cor- 
responding device. After completion of this process, a 
pre-request process for changing product information 
such as the model number or controller version of the 
device subject to communication, the size of a buffer for 
the packet construction, or the communication speed is 
performed. This pre-request process is not always nec- 
essary, but is performed as needed. The product infor- 
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mation is necessary for identifying the name of the con- 
nected product, and the request for the buffer size is per- 
formed when the size of the packet is determined in or- 
der for the master to send a mass of data to the slave. 
The master requests the speed change to the slave 
when the mass data is transmitted/received, or the 
transmission/reception of the data is terminated. After 
the termination of the pre-request process, a general 
communication mode is performed. In view of the user's 
position, the plug and play process should be immedi- 
ately performed when the power is inputted to the device 
without any user's additional installation or input work. 
However, after the device is connected on the network, 
the information on the device is inputted to the network 
manager, considering that the power lines are used as 
the network media. In case of the power lines, the trans- 
mission lines among the neighbors are not classified. 
Thus, if the network manager is also installed in the 
neighboring house in a state that the device is connect- 
ed on the network, the network manager in the neigh- 
boring house may allocate the address to the device. To 
solve this problem, the network manager first requests 
registration of the address to the device in a mannerthat 
the device inputs the device information to the network 
manager 

[0063] According to the above-described home code 
determining process, the network manager, at the initial 
power input stage, transmits a home code confirming 
message to all the devices in order to determine the in- 
herent home codes for discriminating the respective 
homes. At this time, the factor is the value produced as 
a certain home code within the range of OxOO^OxFF. If 
no response is received, the network manager deter- 
mines the corresponding home code as its own home 
code since the home code is a unique value in the phys- 
ical network where the network manager is connected. 
If the response is received, it means that the corre- 
sponding home code is not the unique value, and the 
network manager produces again a certain home code 
to repeat the above process. Since the above-described 
home codes are determined simultaneously with re- 
spect to the respective products when the network man- 
ager decides the addresses of the respective products, 
the same home code is given to the products in the same 
home, enabling the respective homes to be classified. 
[0064] However, the address- related information in- 
cluding the home code is stored in a non-volatile mem- 
ory of the respective product, and thus it may become 
an issue if the user changes his/her residence after the 
address allocation of the respective products. Specifi- 
cally, if any other home connected on the same physical 
network as the moving-out home uses the same home 
code, the respective homes cannot be classified due to 
the home code collision. Accordingly, in case of moving, 
the home code collision should be repeatedly confirmed 
at an initial home code determination by inputting the 
power only to the network manager in a state that the 
power supplied to all the products is cut off. If no collision 



occurs, they can be used as they are without the home 
code change, while if the collision occurs, the home 
codes of all the products should be reset, and then re- 
determined. At this time, in order to discriminate the 
s home products whose home codes are in collision, a us- 
er ID is used as a factor. The user ID is inputted through 
the network manager when the device is first connected 
on the network. 

[0065] Next, in the discovery and addressing process, 

10 the user inputs to the network manager that can manage 
the network the product name, number of products, in- 
stalled place, and user I D of the device to wh ich the pow- 
er is supplied when the device is initially connected on 
the network. Then, the network manager requests the 

is registration of the device initially connected on the net- 
work, and allocates the address if a temporary address 
registration message is received from the device. At this 
time, even if a plurality of products of the same kind ex- 
ist, the network manager designates new addresses to 

20 the respective products to prevent any address collision. 
The reason why the number of products is inputted is 
that when several products of the same kind are simul- 
taneously connected on the network, it is required that 
the network manager recognizes whether the registra- 
rs tion messages are received from all the connected prod- 
ucts. Also, the reason why the installed place is inputted 
is that the user can easily identify the product through 
the position information of the product that appears on 
the screen of the network manager. The user ID is for 

30 confirming the product during the home code reset as 
described above. The address of the network manager 
is fixed to 0x00 irrespective of the on/off state of the pow- 
er. However, other devices, which may be masters or 
slaves, have representative product addresses given 

35 during their sending out when the power is off. The net- 
work manager determines a region of extra addresses 
which can be selected by the products using a command 
called 'join request', and requests the devices (i.e., des- 
ignated as the representative product addresses) 

40 whose addresses are not designated through the user's 
input to register with the temporary addresses. In case 
of an air conditioner, 0x20 is selected as the receiver's 
number, and the extra address has the factor in the 
range of 0x21 ~0x2E. The 'join request' command can 

45 recognize only the product whose address is not decid- 
ed. The called products determine their addresses (i.e., 
temporary addresses) by optionally selecting the extra 
addresses by operating a random-number generator, 
and inform their address values to the network manager. 

so |f 0x25 is selected from 0x21 ~0x2E, it is transmitted to 
the network manager. The temporary address acts as 
the address of the corresponding product until the net- 
work manager or master changes it using an 'address 
change' command, or the power supply to the product 

55 is turned off. The network manager resets the duplicate 
addresses of the products to the representative ad- 
dresses, respectively, using the 'address change* com- 
mand, and decides the addresses of the products hav- 
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ing the temporary addresses not duplicated in the order 
of the extra addresses to re-call the corresponding prod- 
ucts. At this time, the network manager determines the 
home codes of the corresponding products and the user 
ID by transmitting both its own home code and the user 5 
ID inputted by the user. If the temporary address not du- 
plicated are 0x2A, 0x25, and 0x23, and the extra ad- 
dresses are in the range of 0x21 ~~0x2E, the addresses 
of the products having the temporary addresses 0x23, 
0x25, and 0x2A are decided to be 0x21 , 0x252, and 
0x23, respectively. If any duplicate temporary address 
exists, the above process is repeated. The above-de- 
scribed discovery and addressing process is repeated 
14 times with respect to all the kinds of products (i.e., 
0x01 ~0x0F). 

[0066] As described above, after completion of the 
discovery and addressing process, the names, address- 
es, and installed places of the devices have been stored 
in the database of the network manager. The devices 
connected to the network manager start for the first time 
to operate as the masters or slaves after their addresses 
are completely designated by the network manager. At 
this time, the devices acting as the master read out the 
names and addresses of the devices from the database 
of the network manager to store them in its own memory, 
and start to communicate with the slaves. Before the ad- 
dress allocation, all the devices cannot but act as the 
slaves. The devices allocated with their addresses pe- 
riodically broadcast a message for informing their exist- 
ence because the masters that can control the respec- 
tive devices should know whether the devices are con- 
nected on the network. If the connected devices and dis- 
connected devices are not discriminated, it becomes dif- 
ficult to find out whether the communication impossibility 
is caused by the power-off or the trouble of the device. 
Also, the disconnected devices are displayed in an in- 
active state on the screen of the network manager to be 
informed to the user. All the devices allocated with the 
addresses periodically broadcast aiive messages to in- 
form their existence, and at this time, it is necessary to 
adjust the period. If the number of devices is small, it 
does not matter, but if the number of devices is large, 
too short period causes too many alive messages to be 
transmitted, thereby deteriorating the performance of 
the network. The initial period is determined to be long, 
and then adjusted in proportion to the number of devic- 
es. That is, if the number of devices is small, the period 
is determined to be short, while the number of devices 
is large, the period is determined to be long, and this 
causes the performance of the network to be main- 
tained. At this time, the network manager determines 
the period, and the respective device broadcasts its own 
period as the factor of the alive message. The network 
manager receives the alive message of the respective 
device, and if the received alive message is different 
from the period determined by the network manager, the 
network manager determines the period of the corre- 
sponding device as its own period. 



[0067] Next, the event that produces the communica- 
tion conditions of the device will be explained, 
[0068] The event means the case that a. certain state 
change is produced in the device, and can be classified 
into the following 5 types according to the production 
sources. They are a user event that is produced when 
the user directly commands the device through a key, 
periodic event that is automatically produced at prede- 
termined intervals (for example, an alive notification 
message transmitted from the network manager for a 
predetermined period), status event that is produced 
due to the voluntary state change of the device during 
monitoring of the system state (for example, change of 
temperature; humidity, washing cycle, etc.), error event 
that is produced when an error related to the operation 
of the system occurs, and external event that is pro- 
duced when requested from the outside of the system 
such as a web server and so on (for example, a com- 
munication request from a remote place when the net- 
work manager serves as a home server). 
[0069] A device provided with a user interface such 
as a keyboard, mouse, and monitor can perform a peer- 
to-peer communication with all the devices by all the 5 
events. However, in order for the device that is short of 
user interface to perform the peer-to-peer communica- 
tion, the condition for effecting the communication 
should be determined in advance, or the peer-to-peer 
communication is possible only by the events produced 
due to the internal factors of the device. 
[0070] According to the present invention, if an event 
is produced, the corresponding device performs the 
communication by informing its own state change to all 
the devices using a notification packet. The reason why 
the event has an important meaning is that in case that 
the user monitors the state of the device, it is much more 
effective that the device informs its state change for itself 
than that the user requests the state value of the device 
every time when he/she desires to know the state of the 
device. Also, since the trouble of the device or error oc- 
currence should be immediately informed as soon as it 
occurs, the process of immediately informing the state 
change when the event is produced is necessary. 
[0071] The event implemented by the respective de- 
vice is represented by an event code of 1 byte, and is 
divided into a common event commonly implemented in 
all the devices and a private event implemented for each 
product. As the code classification, an area classifica- 
tion rather than a field classification is used -since the 
number of codes that may be added later is different for 
each term. 

[0072] The common event may be further divided into 
an event region related to the user's manipulation, and 
error event region that is common to all the devices. The 
event related to the user's manipulation may be a key 
or dial input, door opening/closing, load input, etc., and 
has an event code value of 0x11 —0x2 F. The common 
event may be door opening during operation and so on, 
and has an event code value of 0x30~~0x4F. The private 
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event may be classified into an error event for each 
product, and a status event for each product. The error 
event for each product represents an inherent error 
state or trouble state of each product, and has an event 
code value of 0x70— OxAF. The operation status event 
is an event produced whenever the status of the product 
is changed during the operation of the product, and has 
an event code value of 0xB0~0xFF. 
[0073] The event code may be classified into an es- 
sential event code that is essentially implemented by all 
the devices (for example, a trouble event code) and an 
optional event code that is optionally implemented by 
the devices. The essential event code makes the state 
change to be broadcast as the notification packet when 
the event is produced, so that another device can mon- 
itor the state change. At this time, the used command 
code is the notification command, and has an event 
code of 1 byte and event code state value of 4 bytes as 
the factors. If an event is produced in a device, it may 
be informed simply by broadcasting the notification 
packet, but it commands an operation of another device. 
For example, when the washing cycle of the washing 
machine is terminated, it commands a lamp of a veranda 
to be turned on, or it commands an air conditioner to 
display a text message. For this, each device should 
store information on an address, operation command 
code, and factors of the device subject to communica- 
tion whenever the event code is produced. However, 
since such information is different according to the us- 
ers' tastes, the communication condition when the event 
is produced in the respective device should be deter- 
mined through the network manager. At this time, in 
case of not only commanding the operation of another 
device but also broadcasting the event, the user should 
determined the options. Another one to be considered 
when the event communication condition is determined 
is a time interval for informing the event. If the temper- 
ature state or sensor state where the event communi- 
cation is determined is rapidly changed, the perform- 
ance of the network may deteriorate due to too many 
event communication packets, and thus a minimum 
event producing interval is necessary. Accordingly, 
when the user, determines the communication condition 
for the produced event through the network manager, 
he/she should determine the event code, device subject 
to communication, minimum interval of event produc- 
tion, communication message, etc. 
[0074] The event communication condition is stored 
in the n on -volatile memory of the respective device as 
an event file composed of a header of FIG. 19 and body 
of FIG. 20. The user can re-determine the event com- 
munication condition through the network manager. In 
case of an initial determination, the user determines the 
event communication condition after confirming wheth- 
er the size of the non-volatile memory of the device is 
enough through a buffer size read command. Also, 
since the size of the non-volatile memory is limited, the 
information on an unnecessary event communication 



condition should be deleted. A message for this purpose 
also exists, and the user can delete the unnecessary 
event communication condition using this message (i. 
e., an event code delete command code). 

s [0075] In order to perform the event code, the total 
number of events (total_event_no) to be executed and 
the event codes are read out from the header of the 
event file stored in the non-volatile memory, if the state 
of the defined variable is changed during the operation, 

10 a system main program stores this information in the 
corresponding memory. An event code executing rou- 
tine judges whether to execute by comparing the system 
state value with the event code read out from the event 
file. In order to prevent the resources of the microcorn- 
ea puter from being occupied due to the continuous exe- 
cution of the event code when the various states of the 
system are simultaneously changed, the event code ex- 
ecuting routine executes one event code at a time. 
[0076] Next, a method of controlling various kinds of 

20 errors will be explained. 

[0077] The communication error is classified into a 
data bit error due to a noise of the communication lines, 
error caused by the different communication frequen- 
cies, data bit error due to the data collision, error caused 

25 by the transmitted signal attenuation when impedances 
between the lines and devices do not match, and error 
caused by transmission/reception of data that cannot be 
processed by the receiving device though no data bit 
error is produced. The noise of the communication lines 

30 causes a frame error of the physical layer of the receiv- 
ing side, i.e., UART frame error, or serves to change the 
data value. If the communication frequencies of the 
sending/receiving devices are different, the UART frame 
error is mostly produced in the receiving side. When 

35 several devices transmit - simultaneously, the UART 
frame error is mostly produced in the receiving side. 
When the impedances between the lines and devices 
do not match, no signal is received in the receiving side. 
[0078] If the master transmits the request packet to 

40 the slave, the slave receives the packet, and detects the 
defined errors. If the slave detects the error from the re- 
ceived data bits, the slave transmits to the master a re- 
sponse packet including the code value of the error de- 
tected in the sending side as shown in FIG. 21 , and the 

45 master performs the retransmission or error-processing 
function according to the error code. 
[0079] At this time, the error code is composed of 1 
byte, and is divided into a common error code allocated 
to the region of 0x00— 0x9F commonly used by all the 

50 devices, and a trouble code allocated to the region of 
0xA0~0xFF independently used by the devices. The 
common error code indicates values of the communica- 
tion error, and the. trouble code indicates values for di- 
agnosing the trouble of the inherent functions of the de- 

55 vice such as the sensor, being separated from the com- 
munication function. Each device has 96 codes, which 
is classified into packet error, receiver error, bad com- 
mand, illegal arguments, illegal access, and trouble 
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codes. The details thereof are as follows. 
[0080] First, the packet error is divided into a CRC er- 
ror of the received packet, receiving time over of 1 byte, 
and response waiting time over. 

[0081] The CRC error of the received packet is pro- s 
duced when the CRC value included in the received 
packet of both the master and the slave is different from 
the calculated CRC value. If the CRC error is produced 
in the response packet received in the slave, the slave 
transmits the response packet including the CRC error to 
value to the master. If the master received the response 
packet, the retransmission of the packet is repeated 
three times at maximum. 

[0082] The 1-byte receiving time over error is pro- 
duced when the time interval between the received 15 
bytes deviates from 2BTU (i.e., minimum time 3msec: 
9600bps basis) due to the noise or other reasons on the 
communication lines. However, at this time, even the 
packet length field should be received in the receiving 
side. If the byte time interval becomes larger than a pre- 20 
determined value before the packet length field is re- 
ceived, the received data is ignored. If 1-byte receiving 
time over error is produced, the receiver stops the re- 
ception, fills the remaining region of the packet-receiv- 
ing buffer with 0, and transfers the packet to the upper 25 
layer. As a result, the CRC error is produced in the re- 
ceiver. If an error is produced in the slave due to the 
noise of the lines when the master transmits the request 
packet to the slave, the response packet including the 
CRC error is transmitted to the master. If the master nor- 30 
mally received the response packet, the packet is re- 
transmitted three times at maximum. If the 1-byte receiv- 
ing timer over error is produced in the master even 
though the slave normally received the request packet 
and transmitted a normal response packet, the master 35 
retransmits the packet three times at maximum. Even 
though the byte receiving time over error may be pro- 
duced in both the master and slave, -the error code is 
necessary among the respective communication layers 
only, and the information on the 1-byte receiving time *o 
over error is not given to the sender. That is, the byte 
receiving time error is a value for the process inside the 
device, and is not transferred between the master and 
the slave. The time limit of the receiving time over is re- 
lated to the busy check. According to the present inven- *5 
tion, since the transmission/reception is performed in 
the unit of a packet, the time interval of the byte trans- 
mission should be shortened in order to inform the bus 
occupation during the busy check by another device. If 
the time limit of the receiving time over is large, the time so 
delay may occur during the transmission of one packet. 
At this time, another device attempting at transmission 
may judge the present state to be in an idle state during 
the busy check, and immediately start the transmission, 
causing the data collision to occur. 55 
[0083] The response waiting time over error is pro- 
duced when no data is received after the master trans- 
mitted the request packet. That is, it is produced when 



no slave subject to communication exists. The physical 
layer of the master waits for 5 seconds at maximum, and 
if no data is received, it prepares and sends to the data 
link layer a packet including a response waiting timer 
over code. The data link layer sends a message to the 
application layer, and thus the application layer recog- 
nizes that the corresponding device does not exist. 
[0084] Next, the receiver error is divided into a lack of 
memory, rejection of communication, refusal of remote 
control, non-match of protocol version, and non-match 
of message ports. 

[0085] The lack-of-memory error is produced if the 
slave has no spare memory for writing the received data 
when the master transmits to the slave a command code 
such as a memory write, LCD write, EEPROM write, etc. 
[0086] The communication rejection error is produced 
when the slave intends to preferentially perform another 
function other than the communication even though it 
normally received the request packet from the master. 
The master that received the communication rejection 
error can attempt again after 5 seconds (i.e., maximum 
waiting time of the master) at minimum. 
[0087] The remote control refusal error is produced 
when the slave receives a control command message 
in a state that the remote control of the slave is not pos- 
sible. 

[0088] Next, a bad command is divided into a com- 
mand code that cannot be performed and factor values 
that cannot be performed. 

[0089] The command code error that cannot be per- 
formed is produced in case that the slave normally re- 
ceived the request packet, but the request packet in- 
cludes a command code that cannot be performed by 
the slave. 

[0090] The factor value error that cannot be per- 
formed is produced in case that the command code that 
can be performed is received and the factors are deter- 
mined within a defined range, but the value cannot be 
performed by the device. For example, in case of a load 
on/off command of a microwave oven, if input value re- 
lates to a hood fan but the microwave oven has no hood 
fan, the factor value error that cannot be performed is 
produced. 

[0091] Next, the illegal arguments are divided into a 
factor number error that is different from the defined 
number, and over range error. 

[0092] The factor number error that is different from 
the defined number is produced in case that the slave 
normally received the request packet from the master, 
but the number of input factors for performing the com- 
mand code is different from the number defined in the 
message set. At this time, the number of factors is the 
number of bytes. If the input factor is a variable defined 
as an "unsigned int", the number of input factors be- 
comes 2 since. each factor is composed of 2 bytes. 
[0093] The over range error is produced in case that 
the slave normally received the request packet from the 
master, but the input factor value for performing the 
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command code deviates from a range defined in the 
message set. 

[0094] Next, the illegal access error caused by detec- 
tion of a prohibited action is produced in case that the 
slave normally received the request packet from the 
master, but the input factor value for performing the 
command code designates a prohibited memory region 
or a load whose control is prohibited. 
[0095] Next, the trouble code will be explained. 
[0096] All the devices have their inherent functions 
besides the communication, and any trouble of such 
functions can be remotely diagnosed. When the function 
of the device is in trouble, the trouble code is included 
in the response packet to be sent to the master. For ex- 
ample, if a temperature sensor is judged to be in trouble 
when the slave receives the response packet including 
the command code for reading the value from the tem- 
perature sensor, the slave includes the trouble code val- 
ue of the temperature sensor in the response packet 
along with 'NAK' to transmit the response packet includ- 
ing the trouble code to the master. All the devices de- 
termine the value of the trouble code using the common 
region. 

[0097] If the data bits constituting the packet are in 
trouble, i.e., if the receiver address error, sender ad- 
dress error, sending/receiving address error, and packet 
length error are produced, the present invention proc- 
esses them as the CRC errors. The detailed explanation 
thereof is as follows. 

[0098] First, the receiver address error will be ex- 
plained. 

[0099] If an error is produced in the bits of the receiver 
address field, the device that is not called receives the 
packet. At this time, the device detects the CRC error 
due to the error in the bits of the receiver address field. 
First, if an error packet is transmitted from a master A 
to a slave A, and another slave B also receives the error 
packet, the slave B transmits a response packet includ- 
ing the CRC error value to the master A. The master A, 
which received the response packet from the slave B, 
ignores the sender's address, and considers that the 
originally called slave A responded although another de- 
vice that is not the slave A responded. Specifically, the 
master considers one packet received after the master 
transmits one packet to be the response packet from the 
device that was called. The master A that received the 
response packet retransmits the packet to the slave A 
three times at maximum. Second, if another slave B re- 
ceives the response packet transmitted to the master A 
by the slave A which received the request packet from 
the master A due to the error of the receiver address 
field, the slave B transmits the response packet includ- 
ing the CRC errorto the slave A. At this time, if no packet 
error exists, the slave A can recognize the response 
packet from the packet kind field value, and thus ignores 
the received packet. The master A continuously waits 
for the response packet from the slave A for 1 0 seconds 
at maximum. After 10 seconds elapses, the communi- 



cation starting from the request packet transmitted from 
the master A to the slave A is terminated without per- 
forming any command code through the slave. 
[0100] Next, the sender address error will be ex- 
5 plained. 

[0101] If an error is produced in the bits of the sender 
address field, the device that is called by the sender re- 
ceives the packet, and detects the CRC error due to the 
error in the bits of the sender address field. First, if an 
error is produced in the sender address field when the 
master A transmits the request packet to the slave A, 
the slave A that received the packet transmits the re- 
sponse packet to the device (i.e., master or slave) of the 
address value in the sender address field. If this re- 
sponse packet is transmitted without error, and another 
slave B received the response packet, the slave B can 
recognize the response packet from the packet kind field 
value, and thus ignores the received packet. If another 
master B receives this response packet, the master B 
ignores the received packet according to the 1-packet- 
transmissi on/1 -packet- reception rule since it did not 
transmit the request packet. The master A waits for the 
response packet from the slave A for 1 0 seconds at 
maximum. After 1 0 seconds elapses, the slave does not 
perform any command code, and the communication is 
terminated. Second is. the case that the master A nor- 
mally transmitted the request packet to the slave A, and 
an error is produced in the sender address field of the 
response packet transmitted from the slave A to the 
master A. In this case, if the response packet was trans- 
mitted without error, and another slave B received the 
response packet, the slave B can recognize the re- 
sponse packet from the packet kind field value, and ig- 
nores the received packet. If another master B received 
this response packet, the master B ignores the received 
packet according to the 1 -packet-transmission/1 -pack- 
et-reception rule since it did not transmit the request 
packet. The master Awaits for the response packet from 
the slave A for 10 seconds at maximum. After 10 sec- 
onds elapses, the slave does not perform any command 
code, and the communication is terminated. 
[0102] Next, the sending/receiving address error will 
be explained. 

[01 03] If an error is produced in the bits of the receiver 
address field and the sender address field, another de- 
vice that is not called by the sender receives the packet, 
but detects the CRC error. In this case, the communica- 
tion between the devices is performed in the same se- 
quence as the receiver address error and the sender 
address error, and then terminated. 
[0104] At last, the packet length error will be ex- 
plained. 

[01 05] The receiver constructs a received packet buff- 
er using the number of bytes as much as the value of 
the packet length field. First, in case that the packet 
length field value is larger-than the actual value, the re- 
ceiver continuously waits for the data though the receiv- 
er received the actual packet. If no more byte is re- 
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ceived, and the reception. limit time between bytes 
elapses, the time over error is produced, and the receiv- 
er fills the remaining portion of the received packet buff- 
er with certain data, causing the CRC error to be pro- 
duced. Accordingly, the master retransmits the packet 
three times at maximum. Second, in case that the pack- 
et length field value is smaller than the actual value, the 
receiver also detects the CRC error. 

Industrial Applicability 

[0106] As apparent from the above description, the 
network control system according to the present inven- 
tion has the following effects. 

[0107] First, according to the present invention, the 
network is constructed using the master/slave type, 
1 -cycle type, and half-duplex type communication sys- 
tem and the serial communication of a low-performance 
microcomputer used in home appliances with a simpli- 
fied and standardized protocol, and thus a low-priced 
and optimized network for the home appliances can be 
implemented. 

[0108] Second, according to the present invention, 
since the operation state change of one appliance 
among the home appliances connected on the network 
can be informed to the user through another appliance, 
and the communication condition and the appliance 
subject to the communication can be selected by the us- 
er, the user convenience can be maximized. 
Third, according to the present invention, since the pow- 
er lines can be used as the communication media, the 
network connection becomes possible by connecting 
the power plug of the home appliance to the outlet with- 
out any further manipulation. 

Claims 

1 . A network control system, comprising: 

a network defined by a predetermined control 
protocol; 

at least one home appliance connected to the 
network; and 

a network manager connected to the network 
whereby controls the home appliance and mon- 
itors the state of the home appliance, wherein 
the predetermined control protocol is com- 
posed of an application layer, a data link layer, 
and a physical layer, and wherein the network 
manager and the home appliance communi- 
cate with one another in the unit of a specified 
packet according to the predetermined control 
protocol. 

2. The network control system of claim 1 , wherein the 
packet comprises: 



a header region composed of a packet header 
field, and a field for adding packet function later; 
a body region composed of a message header 
field, afield for adding a message function later, 
5 and a message field; and 

a trailer region. 

3. The network control system of either claim 1 or 2, 
wherein the packet has a size of 1 7-255 bytes. 

10 

4. The network control system of claim 2, wherein the 
packet header field comprises: 

a receiver address (RA) field for indicating a re- 
15 ceiver; 

a sender address (SA) field for indicating a 
sender; 

a packet length (PL) field for indicating the 
length of the packet; 
20 an access priority (AP) field for indicating a pri- 

ority of transmission; 

a packet header length (PHL) field for indicating 
the length of the packet header; 
a protocol version (PV) field for indicating the 
25 version of the control protocol; 

a packet type (PT) field for indicating the type 
of the packet; 

a retransmission counter (RC) field for indicat- 
ing the number of retransmission; and 
30 a packet number (PN) field for indicating the 

transmission of a new packet. 

5. The network control system of claim 4, wherein the 
packet header field comprises those fields in order. 

35 

6. The network control system of claim 2, wherein the 
packet header field is composed of 72 bits. 

7. The network control system of either claim 4 or 6, 
40 wherein the packet header field comprises the re- 
ceiver address field of 16 bits, the sender address 
field of 1 6 bits, the packet length of 8 bits, the access 
priority field of 3 bits, the packet header length field 
of 5 bits, the protocol version of 8 bits, the packet 

^5 type field of 4 bits, the retransmission counter field 
of 2 bits, and the packet number field of 2 bits. 

8. The network control system of claim 4, wherein the 
packet header field further comprises a home code 

50 (HC) field for classifying a home where the network 
is constructed. 

9. The network control system of claim 8, wherein the 
home code field is located in front of the receiver 

55 address field. 

10. The network control system of claim 8, wherein the 
home code field has a size of 8 bits. 
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first transmission, and increases by a predeter- 
mined value in case of retransmission of the same 
packet. 

s 22. Thenetworkcontrolsystemofclaim21,whereinthe 
first code is '0' and the predetermined value is 'V. 

23. The network control system of claim 4, wherein the 
packet number increases by a predetermined value 

10 when a new packet is transmitted, and is main- 
tained when the same packet is transmitted. 

24. The network control system of claim 23, wherein the 
predetermined value is 'V. 

15 

25. The network control system of claim 2, wherein the 
message header field comprises a message length 
(ML) field, a message header length (MHL) field, 
and a port number (PO) field. 

20 

26. The network control system of claim 25, wherein the 
message header field comprises those fields in or- 
der. 



11 . The network control system of claim 8, wherein the 
home code uses hexadic values in the range of 
0x03-0xFE. 

12. The network control system of claim 4, wherein the 
receiver address field and the sender address field 
comprise a network code field, a product code field 
and a code field for classifying products of the same 
kind. 

13. The network control system of claim 12, wherein the 
code field for classifying products of the same kind 
is used as a group addressing code field according 
the network code value. 

1 4. The network control system of claim 13, wherein the 
group addressing code is divided into a group ad- 
dress according a kind of products, and a group ad- 
dress according to an installed place of products. 

15. The network control system of claim 13, wherein the 
group addressing code can be changed through the 
network manager as needed by a user. 

16. The network control system of claim 4, wherein the 
access priority is determined to be a first code in 
case of a retransmission due to a data collision or 
an emergent state, a second code in case of a mass 
transmission of data through a message division, a 
third code in case of a normal communication, and 
afourth code in case of reporting a network connec- 
tion state. 

1 7. The network control system of claim 1 6, wherein the 
first code is '0'; the second code is '1 '; the third code 
is '2'; and the fourth code is '3'. 

18. The network control system of claim 4, wherein the 
protocol version field is composed of a 4-bit version 
and 4-bit subversion, and takes a value in the range 
of 0-15 in the order of updating. 

1 9. The network control system of claim 4, wherein the 
packet type indicates a packet requested by the net- 
work manager in case of a first code, a successful 
response packet in case of a second code, a failed 
response packet in case of a third code, a known 
packet in case of a fourth code, an arrayed packet 
in case of a fifth code and a last packet of arrayed 
data in case of a sixth code, respectively. 

20. The network control system of claim 1 9, wherein the 
first code is a hexadic value of '0'; the second code 
is '4'; the third code is '5'; the fourth code is '8'; the 
fifth code is '9'; and the sixth code is '10'. 

21 . The network control system of claim 4, wherein the 
retransmission counter is set to a first code at the 



25 27. The network control system of claim 25, wherein the 
message header field comprises the message 
length field of 8 bits, the message header length 
field of 8 bits, and a port number field of 8 bits. 

30 28. The network control system of claim 2, wherein the 
message field comprises a command code (CC) 
field, and arguments (ARG) field. 

29. The network control system of claim 28, wherein the 
35 message field comprises the command code field 

of 8 bits and arguments field of the bit number of 
which is varied according to the command code. 

30. The network control system of claim 2, wherein the 
40 trailer region comprises an error check (CRC) field 

and an ETX field for indicating an end of the packet. 

31 . The network control system of claim 30, wherein the 
trailer region comprises an error check field of 16 

45 bits and the ETX field of 8 bits. 
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FIG. 20 

["Eront File' Body Structure] 
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